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GENERATING CAPABILITY REQUIREMENTS FOR LAND BORDER SECURITY FORCES: APPLYING THE ARMY'S FORCE MANAGEMENT MODEL
The art of war teaches us to rely not on the likelihood of the enemy's not coming, but on our own readiness to receive him; not on the chance of his not attacking, but rather on the fact that we have made our position unassailable.
−Sun Tzu
The September 11, 2001 (9/11), terrorist attacks against the United States launched the nation into a global war on terrorism. This war is being fought on two primary fronts, offensive operations overseas targeting terrorists and defensive operations to protect the homeland. The US effort to protect the homeland is termed Homeland Security. "Homeland security is a concerted national effort to prevent terrorist attacks within the US, reduce America's vulnerability to terrorism and minimize the damage and recovery from attacks."
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NATIONAL STRATEGY FOR HOMELAND SECURITY
In the aftermath of the 9/11 attacks, the President of the United States on October 8,
2001
, established the Office of Homeland Security and directed it to produce the first National Strategy for Homeland Security. 2 The National Strategy for Homeland Security, published in
July 2002, is a hallmark document. At a minimum, the National Strategy for Homeland Security is a beginning for the new and longstanding challenge of protecting America from terrorism.
The strategy seeks to rally the nation and establish cooperation among federal, state, local and private sectors. The strategy also addresses six fundamental questions regarding homeland security. 3 • What is homeland security?
• What missions and tasks fall under homeland security?
• What are the goals and objectives of homeland security?
• What are the roles and responsibilities of the federal government?
• What are the roles and responsibilities of the non-federal government?
• What are the initial priorities for the way ahead?
The National Strategy for Homeland Security marks a significant effort to address antiterrorism at home. However, as with most strategic documents, the devil is in the details.
Even a great strategic plan can be destroyed by poor implementation. Successful implementation requires a way to bridge the gap between the overall grand strategy and the execution of tasks at the lower levels. Fortunately, the Department of Homeland Security understands and acknowledges the importance of implementation and declared the organization will "establish an overarching framework for implementation of their plan as part of a Future Years Homeland Security Plan ." 4 The most dangerous strategy is to jump a chasm in two leaps.
−Benjamin Disraeli British politician, 1804 -1881
STRATEGY IMPLEMENTATION
Arguably the hardest part of developing a strategy is not writing the document that communicates the strategic vision, but is the writing of plans and methods for implementing the strategy. In implementing the National Strategy for Homeland Security, execution demands effective and efficient assignment of roles and responsibilities, development or refinement of organizational structure and capabilities, and cooperation among critical players throughout all levels of government and the private sector. To achieve the national strategy a bridge is needed between strategic goals and execution. Part of implementation must include development (or at least a comprehensive review) of the force structure required to conduct the mission of securing America's borders. The development of force structure capability requirements can be a time consuming and complex task. Fortunately for the Department of Homeland Security, they can turn to the Department of Defense for a proven force development model which already exists within the U.S. Army.
ARMY FORCE MANAGEMENT MODEL PROVIDES A BRIDGE
This paper will demonstrate how key parts of the Army's force management process can serve as a model for the Department of Homeland Security to develop new capability requirements (or review existing requirements) needed to execute the land border security mission. The paper begins by examining the pivotal role that the National Strategy for Homeland Security plays in setting the foundation for border security with specific focus toward the threat of terrorism. Next, the paper demonstrates how the Department of Homeland Security can use the Army's methodology for generating requirements as a means of identifying the capabilities needed within their organization to accomplish land border security. By capitalizing on an already proven force generation process, the Department of Homeland Security can make great strides in the identification and pursuit of critical capabilities required for the execution of the nation's land border security mission. The Army's force management model is a comprehensive set of processes which result in the development of a draft organization and operational concept for a specified mission. 5 Use of the model also results in the identification of specific organizational requirements in terms of doctrine, organizational design, training, materiel requirements, leadership and education, personnel and facilities. These seven key elements, commonly referred to in the Department of Defense as DOTMLPF, are critical to establishing new organizational capabilities. This process is a valuable tool for US Army force developers and the methodology can be adapted to meet the needs of the Department of Homeland Security. The process considers internal and external factors that can influence mission execution. It also encourages creative and critical thinking about the mission and organizational structure in the out years. The nine major process steps, summarized below and depicted in Figure 1 , make up the Army force management model. 6 • Determine strategic and operational requirements
• Generate capability requirements (focus of this paper)
• Design organizations
• Develop organizational models
• Material acquisition management process
• Determine authorizations/resource management
• Document organizational authorizations
• Acquire, train and distribute personnel
• Acquire and distribute material
FIGURE 1. ARMY FORCE MANAGEMENT CHART
The end state for the force management process is the design and fielding of units that are organized, trained and equipped to accomplish functionally specific missions based on capabilities. Critical and creative thinking are valued throughout all steps. The overall process is complex, time consuming and demands expertise within various processes to achieve success and meet end state. However, when the individual steps within the model are broken down and accomplished as separate tasks, the model is manageable and logical.
The methodology in this paper involves navigating the first, and arguably the most critical, part of the "Generating Capability Requirements" portion of the Army's force management model (figure 2). 7 The specific task is to demonstrate how the Functional Area Analysis can be used by the Department of Homeland Security to reach a draft organizational and operational capability. The purpose of the functional area analysis is to assess strategy, policy, threat, doctrine and technology associated with the operational environment. The result of the functional area analysis is the development of force capabilities, operational concepts for the force and mission tasks the force must perform under specific conditions. 
FIGURE 2. GENERATE CAPABILITY REQUIREMENTS
FUNCTIONAL AREA ANALYSIS
There are nine interrelated elements within the functional area analysis process. These elements are summarized below and shown in Figure 3 . 9 The nine parts are discussed in detail throughout the remainder of this paper. The purpose of reviewing these steps is to explain and demonstrate how the Department of Homeland Security can apply this analytical model to develop force capabilities, concepts and tasks specific to land border security within the US.
• Roles and Missions (Strategic, Operational, Tactical)
• Analytical Underpinnings, Experiences, Studies 
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ROLES AND MISSIONS (STRATEGIC, OPERATIONAL, TACTICAL)
Understanding the various roles and missions associated with land border security is a critical step in the development of organizational capabilities. Although roles and missions are often characterized as three separate and distinct levels (strategic, operational and tactical), in reality the three levels overlap and responsibilities are often clearly delineated. In some instances, a single organization, such as the Central Intelligence Agency, performs functions which span all three levels (figure 4). As an example of roles and missions at the strategic level, the responsibility for border security is assigned under the Department of Homeland Security. This department is responsible for monitoring all border activity to detect illegal intrusions of people and goods. 10 The US national strategy provides the vision for "a single entity in the Department of Homeland Security to manage who and what enters our homeland in order to prevent the entry of terrorists and the instruments of terror while facilitating the legal flow of people, goods, and services on which our economy depends." 11 The key strategic objectives in support of this vision include, in order of priority, "prevent terrorist attacks, reduce America's vulnerability to terrorism, and minimize the damage and recovery from an attack." 12 In executing these strategy objectives, the National Strategy for Homeland Security "aligns security functions into six critical mission areas: intelligence and warning, border and transportation security, domestic counterterrorism, protecting critical infrastructure, defending against catastrophic terrorism, and emergency preparedness and response." . 16 As such, much of the information and analytical rigor which could benefit this process is available for examination. 18 In view of these comments, it appears the current US strategy accepts a great deal of risk along the border. These examples reveal the role in which strategic risk assessment plays in our strategy for land border security. The degree of risk acceptance at the national level contributes directly to the capabilities required for mission execution.
ANALYTICAL UNDERPINNINGS, EXPERIENCES, STUDIES
All of this information is important to the overall analysis effort. However, the Department of Homeland Security should be cautious about how they use the information. The purpose of this stage of analysis is to determine what is known about the mission of border security and
what is not known. Information revealed, as well as information gaps, should be helpful later in framing concepts for specific capability requirements.
For the first time, we will identify and assess threats to the homeland, map those threats against vulnerabilities we see in critical infrastructure, issue warnings to the states and localities and organize protective measures. 19 
−Secretary Tom Ridge
ASSESS THE THREATS
There are numerous complex questions that must be answered to develop a comprehensive estimate of the threat and the way ahead to mitigate the threat. The process of developing a postulated threat assessment is vital to the development of the capabilities to counter that threat. As such, the Department of Homeland Security should spend a great deal of time on this critical step in the functional area analysis. In fact, how the threat may evolve over time plays a critical role in how the organization responds with capabilities to counter the threat. The focus of the Department itself must evolve and focus more on how to defeat the enemy's capabilities rather than who the enemy is and where the enemy may threaten the US.
Historically, the US has "relied heavily on two vast oceans and two friendly neighbors for border security." 20 As such, the US land borders today are relatively vast unpopulated and uncontrolled areas that present a significant vulnerability to terrorism. 21 Terrorists have demonstrated their intent and willingness to attack America, and land borders present a weakness that terrorists can exploit to gain access to valuable targets on American soil.
The attacks of September 11, 2001 established transnational terrorism as a threat which must be addressed within the scope of a national strategy for Homeland Security. Since 9/11, researchers estimate thousands of Middle Easterners, and hundreds of thousands of other nationals, have crossed the southwest border undetected. 22 In 1991, would be terrorist, Ahmed
Ressam was caught crossing the Canadian border with a truck load of explosives with plans to conduct bombings in Los Angeles during the millennium celebration. 23 The security enhancements at the nation's airports, seaports and official land crossing points following the attacks of 9/11 will certainly cause terrorists to reevaluate US security strengths and weaknesses. However, it is reasonable to assume that a terrorist group which is well trained, patient and committed to attacking America at home will identify the weaknesses along US borders and exploit those weaknesses.
The US is clearly vulnerable to illegal entry along porous land borders. Eighty-five percent of all traffic entering the US passes through the country's land borders. Each year, the US admits 500 million people, including 350 million non-citizens. 24 The number of illegal entrants caught each year exceeds one million and estimates of the number that enter undetected are as high as three million. 25 The US border with Canada is 5,525 miles long, has 135 official crossing points and is largely undefended. 26 The US border with Mexico, also undefended, is 1,989 miles long and includes only 45 official crossing points. 27 In 2001, the Border Patrol apprehended over 12,000 on the northern border and over one million along the southern border. 28 These statistics provide a staggering and stark reality of the serious nature of border security, and prospects of future threats, in a post-9/11 security environment.
The nation continues to receive intelligence that terrorists intend to strike again on American soil. 29 Furthermore, "the threat of terrorists acquiring and using weapons of mass destruction is a clear and present danger." 30 The question commonly asked by Department of Defense antiterrorism experts is one of WHEN will the next attack occur--not IF. As such, it is the responsibility of the national leaders (President and Congress) to take all reasonable actions to prevent these attacks from occurring. Standing "on point" for the nation is the Department of Homeland Security and the US Customs Service and Border Patrol.
DEVELOP A TECHNOLOGICAL FORECAST
Investment in revolutionary capabilities with high payoff potential will yield solutions that can be fielded to enhance our safety and security. The Department of Homeland Security recognizes the value of leveraging technology. As an example of such recognition, note that the department has its own Science and Technology
Directorate. This directorate is chartered to work with industry to identify areas for increased research for future technology solutions. 32 The Department of Homeland Security is harnessing the nation's scientific knowledge and technological expertise to protect America and our way of life from terrorism. The Department's Science and Technology Directorate is engaging the academic community to create learning and research environments in areas critical to Homeland Security. Through the Homeland Security Centers of Excellence program, the department is investing in university-based partnerships to develop centers of multi-disciplinary research where important fields of inquiry can be analyzed and best practices developed, debated, and shared. 33 The Homeland Security Centers of Excellence bring together the nation's experts and focus its most talented researchers on a variety of threats that include agricultural, chemical, biological, nuclear, radiological, high yield explosives and cyber terrorism.
In addition, the Department of Homeland Security works closely with The Combating
Terrorism Technical Support Working Group (TSWG), to ensure it stays on the cutting edge.
The TSWG is the US national forum that "identifies, prioritizes, and coordinates interagency and international research and development (R&D) requirements for combating terrorism. The TSWG rapidly develops technologies and equipment to meet the high priority needs of the combating terrorism community, and addresses joint international operational requirements through cooperative R&D with major allies." 34 The Department of Homeland Security should invest time, critical and creative thinking, and leverage partnerships with industry to identify a complete list of technologies for exploitation. Examples of technologies for possible use in border security may include:
• Long range communications (cellular, FM, AM, satellite)
• Satellite imagery (dedicated and responsive)
• All terrain vehicles for isolated locations (increased range and mobility)
• Light aircraft (fixed and rotary wing)
• Force tracking (threat tag and track as well as friendly forces tracking)
• Non-lethal weapons
• Portable personnel and vehicle identification systems (link to immigration and national criminal data bases) • Optics (day and night observation capabilities to include thermal imagery)
• Portable detectors (CBRNE--chemical, biological, radiological, nuclear, high explosive)
• Unmanned aerial vehicles (video and CBRNE detection capable)
IDENTIFY AND VALIDATE THE ENDURING FUNDAMENTAL ASSUMPTIONS
The identification and validation of fundamental assumptions is critical to the planning, force generation and execution process. The assumptions, if valid, will assist the Department of Homeland Security by providing focus to the process of generating capability requirements.
Equally important, valid assumptions can help prevent the organization from wasting valuable time and energy. Examples of assumptions the department may want to consider include:
Terrorists will continue to target US interests to include attacks on US soil.
• Terrorist groups and lone wolf attackers will attempt to exploit US land border weaknesses in order to gain entry into the US with weapons of mass destruction.
• US military will continue to augment Federal law enforcement agencies with technical expertise, equipment and training, to counter the threat of illegal immigrants and criminals (including terrorists) crossing our borders. Use of the US military as the primary organization responsible to secure land borders will be a last resort.
• The Department of Homeland Security's total operating authority will remain … (constant, increase, decrease, etc.). This budgetary assumption, however written, is extremely important because much of what the organization can reasonably expect to accomplish is directly tied to the amount of funding available.
OPERATIONAL ENVIRONMENT ANALYSIS
The significant findings, as well as the general information, from the five specific areas we just reviewed (roles and missions; analytical underpinnings, experiences, studies; threat assessment; technology forecast; assumptions) are combined to develop a picture of the future operational environment. The future operational environment describes the physical, demographic, political, economic and technological conditions in which the Customs Service and Border Patrol will operate over the next two decades. 35 Many issues and challenges complicate the US strategy for defense of land borders. Other challenges associated with protecting borders include management of illegal immigrants, balance of security priorities, and intelligence sharing with neighbors. The lack of a suitable approach to mitigate the flood of illegal immigrants presents the ideal opportunity for exploitation by terrorists. Terrorists will undoubtedly seek to exploit this weakness. In contrast, the nation's approach to how and what it protects (or doesn't protect) along the border may be out of balance. Since 9/11 the US has substantially increased the resources allocated to protect airports, seaports and border crossing sites. However, with just 10,000 Border Patrol agents conducting 24 hour a day, seven day a week security across a 6,000 plus mile border, T.J.
Bonner, President of the National Border Council, would argue the nation has not provided adequate resources to secure porous land borders. 39 I think in certain areas they can be useful tools, but I do not think that you replace hands with electronic eyes and ears because ultimately it is those hands that apprehend people. To the extent, for example, in the president's request for the upcoming fiscal budget, they want to reallocate a total of about $75 million out of the budget for sensors and unmanned aerial vehicles. I think it is a mistake to take away from the ability to outfit the troops on the border and to staff the border, because at the same time they are calling for reductions in the number of border patrol agents. Admittedly there has been good progress to enhance security and address the threat of terrorism at the borders. However, much more progress is required. It is the responsibility of the Department of Homeland Security to address these issues. Since 9/11 the US has worked hard and continuously with Mexico and Canada to improve security along borders and mitigate known weaknesses. The primary initiative on both borders is to develop "smart borders." The economic security of the US depends on the efficient flow of people, goods, and services. The development of "smart borders" is intended to achieve these goals. Smart borders will include advanced risk-management systems, increased biometric identification and processes to allow pre-cleared goods and persons to cross borders without delay. 42 Smart border technology is also intended to extend the reach of border patrol agents through the use of unmanned aerial vehicles, remote cameras, sensors, aircraft and helicopters. In short, the intent is to maximize technology solutions to facilitate mass transit while simultaneously enhancing security. Mexico has a 22 step plan to develop smart borders. 43 Canada has their own 30 step plan to develop smart borders. 44 The goal of both countries' is to ensure the speed and control of the flow of goods. However, both of these plans are directed at security and speed of transit at official border crossing sites. Neither plan is intended to address the broader issue of how to approach security along the entire length of the border. Progress has been made in increasing the number of agents patrolling the borders. Currently there are roughly 1,000 border patrol agents on the northern border with Canada and 9,000 agents on the southwest border with Mexico. 45 The current manning level equates to a mere 1.3 agents per mile of land border--a level that may be understaffed in comparison to the volume of illegal crossings. As such, increasing border patrol agents is a possible concern to address during the force generating process.
DEVELOP A DRAFT CONCEPT
As mentioned earlier in this paper, the future operational environment defines the physical, demographic, political, economic and technological conditions in which the Customs Service and Border Patrol will operate. Based on how the future environment is defined, the Department of Homeland Security must develop a capstone concept which includes the required operational capabilities, the force design parameters and the organizational and operational concepts. These concepts take into consideration the knowledge and information developed during the previous steps within the functional area analysis. The capstone concepts create a mental picture of the future land border security force. The U.S. Army's force management approach for accomplishing this important task is to create the framework of seven key elements: doctrine, organizational design, training, materiel, leadership and education, personnel and facilities (DOTMLPF). At this stage of the generating capabilities the Department is developing initial concepts of how to address land border security from each of the DOTMLPF functions. The purpose of this portion of the analysis is to envision how, using specific capabilities (some already in use and others which must be developed), the mission of conducting border security could be accomplished.
Required Operational Capabilities describes how the force will organize, plan, prepare and conduct border security operations to include the essential characteristics of the force. The following characteristics are suggestions of capabilities the Department of Homeland Security may desire in a future force designed to execute land border security.
• Capability to operate networked and decentralized
• Capability to detect, see and assess suspected illegal border crossings with technology before responding with manpower • Capability to respond to multiple locations, simultaneously, by land and air
• Capability to track and communicate with parent organization forces
• Capability to track and communicate with force enablers (land and air)
• Capability to integrate global positioning, imagery and reconnaissance data
• Capability to integrate sensors and detectors to assess vehicles, personnel and packages/containers for chemical, biological, radiological and explosive material • Capability to connect with immigration and criminal information data bases for individual identification and threat information • Capability to report and pass critical, time sensitive information from isolated locations • Capability to employ both lethal and non-lethal force
• Capability to base security forces where they will be postured to respond to mission requirements, as well as have the support facilities, structure and command and control Each capability must be assessed in terms of which elements will be affected within the realm of the DOTMLPF process. For instance, when developing a capability to operate a networked and decentralized organization the Department of Homeland Security must draft concepts on how doctrine, organizational, training, material, leadership, personnel and facilities will support this capability.
FORCE DESIGN PARAMETERS
Force design parameters provide a guiding vision, from a grand strategic perspective, and establish the foundation from which all capabilities support. From a Department of Homeland Security perspective, design parameters for land border security capabilities may include principles such as economy of force operations (given 6000 miles of border with Canada and Mexico) and a lightweight, mobile force able to operate from land and air. Decentralized, network centric operations seem critical given the sheer scope of the border security mission.
These, and other, overarching concepts are intended to guide the development of capabilities along the same or parallel axis. These concepts might be characterized as providing unity of design.
DRAFT ORGANIZATION AND OPERATIONAL CONCEPTS
Given the results of all previous steps, the Department of Homeland Security could conclude the functional area analysis by describing in detail what they envision in terms of the organizational design, how the force will operate, and what attributes are most critical to mission success. These concepts would include conclusions about the size of the force, command and control structure, facilities to support mission execution, training programs, material (including advanced future technology required) and the manner in which the force will accomplish its assigned missions. All aspects of the organization and operation would be described in order to create a blueprint image of how the land border security force will be organized, trained and equipped. This draft organization and operational concept would be tested, validated and resourced before design begins.
CONCLUSION
Strategy drives requirements generation. But, a grand strategic plan can falter without an effective implementation plan. Successful implementation requires a way to bridge the gap between the overall strategy and the execution. By following the US Army's force management process, the Department of Homeland Security can take a solid strategy for homeland security and ensure the capabilities required for executing that strategy are fully realized, resourced and developed. Without a process for envisioning and developing future force capabilities the Department of Homeland Security accepts a great deal of risk in assuming the forces executing land border security today, are properly designed and structured to accomplish their mission into the future. WORD COUNT=5,818
